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Aims
and
Objectiv
es

Aims:

This course provides an in-depth understanding of intelligence and counter-intelligence
and Security operations, focusing on their roles in national security. It covers the history,
methods, challenges, and ethical considerations associated with intelligence gathering and
counter-intelligence activities.

Its primary goal is to explore the main missions of intelligence: collection, analysis, covert
action, counterintelligence, and how Intelligence contributes to national decision-making.
The course material also aims to provide an overview of the conceptual foundations

of intelligence studies, the traditional and modern dimensions of intelligence activities, and
the debates surrounding the behavior of intelligence services in democracies.

The module seeks to inform students about the importance and role of

intelligence services in addressing new contemporary security
challenges, both domestic and foreign, and their role in national and
international security also including Kosovo as the case study.

Objectives :

Understand the fundamentals of intelligence and counter-intelligence.

Analyze the role of intelligence and counter-intelligence in national and
international security.

Provide students with a good understanding of the structure of intelligence
services and the legislation on which they operate including the case of Kosovo.
Evaluate the ethical and legal implications of intelligence and counter Intelligence
operations.

Develop critical thinking skills in the context of Intelligence and security-related
issues .

Learning
Outcomes

Understand the Fundamentals of Intelligence and Counter-Intelligence by
gaining comprehensive knowledge of the key concepts, methods, and historical
evolution of intelligence and counter-intelligence, Identify the different types of
intelligence (e.g., HUMINT, SIGINT, IMINT) and understand their applications
and limitations.

Analyze the Role of Intelligence and Counter-Intelligence in National and
International Security by critically assessing how intelligence and counter-




intelligence operations impact national and global security environments by
shaping national security policies, strategies, and decision-making processes.
Understand the Structure of Intelligence Services and Legislation, Including the
Case of Kosovo by getting knowledge of the organizational structures of various
intelligence agencies, with a special focus on Kosovo's intelligence structures
and legislations.

Evaluate the Ethical and Legal Implications of Intelligence and Counter
Intelligence Operations by developing the ability to critically analyze the ethical
and legal challenges faced in intelligence and counter-intelligence structures .

Develop Critical Thinking Skills in the Context of Intelligence and Security-
Related Issues, particularly in assessing complex, ambiguous intelligence
information and apply critical thinking to a range of scenarios and case studies.

Course Content

Course Plan Week
Introduction : 1

Introduction to the course,

Why Intelligence and Counter-Intelligence matters?
Course Requirements

Assignments and Evaluation

The course goals;

Introduction and basic concepts of Intelligence 2

Defining Intelligence: An Overview
Historical Evolution of Intelligence

Tracing the development of intelligence operations from ancient times to the
modern era

Introduction and basic concepts of Intelligence 3

Exploring what constitutes intelligence in the context of national security and
espionage.

Liberalism and Cooperative Security

Constructivism and the Social Construction of Security Issues

Emerging Theories and Perspectives

Types of Intelligence 4

Understanding various intelligence disciplines:
Human Intelligence (HUMINT),

Signals Intelligence (SIGINT),

Imagery Intelligence (IMINT),

Open Source Intelligence (OSINT) and others.

The Intelligence Cycle 5

Explaining the stages of the intelligence cycle:
Planning,

Collection,

Processing,

Analysis, and

Dissemination

Intelligence Services Cooperation - Bilateral and Multilateral 6

Defining bilateral and multilateral intelligence cooperation and its significance in
the global context

Historical Perspective of Intelligence Alliances

Exploring the dynamics, benefits, and challenges of two-country intelligence

artnerships ) ) . )
nderstanding the structure and function of multilateral intelligence




Counter- Intelligence

o  Defining Counter-Intelligence

¢  Explaining the concept of counter-intelligence and how it differs from standard
intelligence operations

¢  The Role of Counter-Intelligence in National Security

¢  Methods and Techniques in Counter-Intelligence

e  Examining the legal frameworks and ethical dilemmas associated with counter-
intelligence activities

¢  Counter-Intelligence and Counter-Espionage

Intelligence in peacetime and wartime
¢ Introducing the role and scope of intelligence in both peacetime and wartime
scenarios
¢ Understanding the objectives and methods of intelligence gathering during
periods of peace
e  Examining the heightened role of intelligence during war, including tactical and
strategic intelligence

Contemporary challenges in intelligence and counterintelligence

e Introduction to Modern Intelligence and Counterintelligence

e Cybersecurity and Cyber Espionage

¢  Technological Advancements and Their Impact Counterintelligence in the
Digital Age

e  Privacy, Civil Liberties, and Ethical Dilemmas

Cyber Espionage and Cyber Warfare
¢ Introduction to Cyber Espionage and Cyber Warfare
o  Defining the concepts and explaining their relevance in the contemporary digital
landscape
e  The Role of Intelligence Agencies in Cyber Security
o  Exploring how national intelligence agencies are involved in both offensive and
defensive cyber operations

Democratic control of intelligence services

¢ Introduction to Democratic Oversight of Intelligence Services

¢  Explaining the need and principles for democratic control over intelligence
activities

¢ Legal and Constitutional Frameworks

¢  Parliamentary Oversight Committees

¢ Discussing the role, powers, and functions of parliamentary committees in
overseeing intelligence services.

¢ Judicial Oversight and Accountability

¢ Understanding the role of the judiciary in supervising and regulating intelligence
activities.

¢  The Role of Independent Regulatory Bodies

Kosovo case!
¢  Kosovo Intelligence Agency
o Democratic control of AKI/KIA
o Case studies

Therole of intelligence in the fight against terrorism
e  Setting the stage for the role and importance of intelligence in combating
terrorism
¢ Exploring various intelligence disciplines (e.g., HUMINT, SIGINT, OSINT) and
heir application in anti-terrorism efforts
¢ Inter-Agency and International Cooperation
e  Counterterrorism Policy and Strategy Development

Presentations
Final Exam
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Activity Weight (%)
1. Class Patrticipation (active discussions and participations) 20%
. 2. Short Papers assignments (2 x 15%) — Presentations 30%
Teaching/Lear .
. 3. Final Exam 50%
ning Methods
Assessment activity Number week Weight (%)
1. Individual/group work project 2 5,10 30%
Assessment Short Papers assignments
Methods 2. Class Participation 15 1-15 20%
3. Final exam 1 15 50%
Tools Number
1. Classes (e.g. 1
2. Laboratory (e.g) n/a
Course 3. Moodle 1
resources
Software MATLAB/SPSS/SIMULINK n/a
5. Projector 1
Activity Weekly hrs Total
workload
1. Lectures 2 30
2. Exercises 1 15
ECTS Workload 3. Papers assignments presentations 05 7
4. Consultations 05 7
5.  Home works 2 12
6. Independent learning 2-3 47
7. Exam 1 2
Books :
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Contact: 0038345992299
The assessment in this course, as explained above, consists of three components: individual research,
presentation of articles and other tasks distributed in the classroom during the week and physical and
active participation in lectures.
Students who have 3 absences during the semester, the maximum grade they will receive in this course
Note:

is 8 (eight ). Those who have four or more absences during the semester, the maximum grade they will
receive in this subject is 7 (seven), rules will be introduced in the first lecture and also put in Moodle .

- The course teacher retains the right to make changes and eventual adaptations during the semester in
order to achieve the course's goals more effectively. Students will be notified of these changes in time.
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